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4 Abstract. The professional activities of cybersecurity specialists are becoming particularly relevant in the context
of the digital transformation of society and the growth of cyber threats. The effectiveness of their professional tasks is
largely determined by the formation of professionally important personality traits, which necessitates a scientifically
based definition of psychological criteria for the professional and psychological selection of specialists in the field of
cybersecurity. The aim of the study was to identify the psychological factors that influence the effectiveness of the
professional activities of cybersecurity specialists by developing a psychogram that reflects the functional and dynamic
structural components of the psyche that ensure their success at work. 120 cybersecurity specialists took part in the
study. A set of psychodiagnostic techniques was used, in particular: Smirnov’s “Motivational Structure of Personality”
technique; Klimov’s “Determining the Optimal Type of Profession” technique; Eysenck’s personality questionnaire; a
modified Landolt ring technique; Karamushka and Moskalyova’s adaptive mobility technique; the analytical thinking
test; methods for assessing long-term visual and working memory; Cattell’s 16-factor personality questionnaire; Ryff’s
“Psychological Well-Being” method; Kokun’s “Professional Resilience” method. Correlation and factor analysis were
used to process the results. Five key components of the psychogram of cybersecurity specialists were identified:
motivational, psychophysiological, cognitive, individual psychological, and social. It was determined that the leading
component is motivational, the structure of which is dominated by motives of life support, social usefulness, and
creative activity. In terms of temperamental characteristics, individuals with sanguine (40%) and phlegmatic (35%)
types were found to be the most suitable. The cognitive sphere is characterised by a high level of analytical thinking
and professional memory. The individual psychological profile includes practicality, firmness, normativity, self-control,
and diplomacy. The social component is represented by a high level of professional resilience, control and acceptance
of challenges. The developed psychogram can be used as a scientifically based tool for professional and psychological
selection and career guidance of cybersecurity specialists, allowing to determine the suitability of candidates and
predict the success of their professional activities

+ Kegwords: psychogram; professional and psychological selection; motivational component; psychophysiological
properties; cognitive sphere; resilience

Suggested Citation:
Korolchuk, M., & Petrenko, V. (2026). Psychological determinants of the effectiveness of cybersecurity specialists.
The Bulletin of National Defence University of Ukraine, 21(1), 46-54. doi: 10.33099/2617-6858-26-21-1-46-54.

Article’s History: Received: 23.07.2025; Revised: 11.12.2025; Accepted: 27.01.2026; Published: 17.02.2026

Copyright © The Author(s). This is an open access article distributed under the terms of the
BY

Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)

*Corresponding author


https://orcid.org/0000-0003-2524-4784
https://orcid.org/0009-0008-2345-2292

Korolchuk ¢ Petrenko

4 Introduction

The current stage of development of the information so-
ciety is characterised by a rapid growth in cyber threats,
which highlights the problem of ensuring the information
security of organisations. The effectiveness of countering
cyber threats largely depends on the professional compe-
tence of cybersecurity specialists, which necessitates a sci-
entific justification of the psychological criteria for their
professional and psychological selection. The issues of pro-
fessional analysis of activities are discussed in detail in the
work of K.O. Kushnirenko & N.D. Hordynia (2020), who
focused on various areas of professional activity, in particu-
lar banking, trade and educational management. The pe-
culiarities of the motivational sphere of professionals were
considered in studies of professional motivation and its
impact on performance. E. Voitenko & S. Myronets (2020)
found that motivation determines 50% of professional suc-
cess and psychological well-being. The structure of profes-
sional motives includes motives of personal work, social
significance, self-affirmation, and professional skill. In the
publication by L.I. Kolomiiets et al. (2023), motivation is
defined as an internal drive that stimulates activity and
determines a person’s focus, influencing their behaviour,
performance, professional self-determination and satisfac-
tion with their work. Professional motivation is shaped by
factors in the surrounding reality and by career guidance
work carried out at school or in relevant career guidance
centres. In general, career guidance is a dynamic, changing
and continuous process that takes place under the constant
influence of objective and subjective factors. The structure
of professional motives can be identified at different stag-
es of a professional’s formation and development: at the
stage of choosing a speciality, in the process of working in
the chosen speciality, when changing jobs or transitioning
from one job to another. M. Didukh (2021) examined the
psychophysiological determinants of professional aptitude
in the context of studying the typological features of the
nervous system and their influence on the course of cog-
nitive and sensorimotor processes. It has been proven that
the course of cognitive and sensorimotor mental processes
is associated with the typological characteristics of a per-
son and practically does not change under the influence
of training or learning. Temperament is determined by the
type of nervous system and manifests itself in general ac-
tivity, emotionality, and professional activity. The concept
of individual style of activity as an indicator of professional
suitability is important. Temperament in psychophysiolo-
gy is considered as an individual-typological property of a
person, which manifests itself in the strength, mobility and
balance of the course of basic nervous processes. S. Bolt-
ivets et al. (2025) considered temperament to be a general
characteristic of personality that determines the dynamics
and uniqueness of an individual’s inner life and determines
their worldview, education and character. This general
characteristic affects all vectors of human life and psyche.
It has been proven that temperament is most clearly mani-
fested in general activity, the emotional sphere and motor
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skills, which significantly influence the formation of many
professionally important qualities and competencies that
determine a person’s professional suitability. Psychophys-
iology considers the close connection between professional
suitability and individual style of activity (ISA) as an indi-
cator of professional suitability. ISA is a personality trait
that is formed in the process of activity and under its direct
influence through the active search for ways and means of
action that enable the individual to adapt to the require-
ments of the profession and best perform professional tasks,
as noted by O. Lavrentieva & O.P. Krupskyi (2022). The
most important condition for the formation of ISA is the
motivation and activity of the individual in professional
activity. Cognitive aspects of professional activity are rep-
resented in studies of thinking, memory, and attention of
specialists. The importance of analytical thinking for pro-
fessions of the “human-sign system” type, which includes
cybersecurity, has been established. Professional memory,
which ensures the memorisation, storage, and activation of
professionally significant information, is of particular im-
portance. The cognitive sphere of the personality, in par-
ticular higher mental cognitive processes, which include
such professionally significant cognitive components as
thinking, memory, and attention properties, is of signifi-
cant importance in choosing a career in cybersecurity and
subsequent successful professional and career develop-
ment. I. Prykhodko et al. (2022) have developed a step-by-
step methodology for forming psychological profiles of pro-
fessions, taking into account their specific requirements,
which is based on a multi-criteria assessment of psycho-
logical and psychophysiological indicators and a compar-
ison of the candidate’s profile with a reference model of a
successful specialist. Socio-psychological determinants are
presented in the concepts of professional resilience and psy-
chological well-being by O. Kokun & O. Bezverkhyi (2024).
Resilience was considered by the authors as a system of
beliefs about oneself, the world and one’s relationship with
it, which includes the components of inclusion, control
and risk acceptance. Psychological well-being encompass-
es self-acceptance, positive relationships, autonomy, envi-
ronmental control, life goals, and personal growth. Despite
significant achievements in studying individual aspects of
the professional activities of specialists, there is a lack of
comprehensive research on the psychological determinants
of the effectiveness of cybersecurity specialists in particu-
lar. Scientifically based criteria for their professional and
psychological selection remain insufficiently developed.
The aim of the study was to scientifically substantiate the
psychological factors of effective professional activity of cy-
bersecurity specialists by constructing a psychogram that
represents the key functional and dynamic components
of the psyche involved in ensuring professional success.

+ Materials and Methods

The study involved 120 cybersecurity specialists working
in organisations of various forms of ownership. Inclusion
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criteria: at least one year of experience in cybersecurity,
relevant education or certificates in information security.
The study was conducted in 2024-2025 individually with
each participant. The psychodiagnostic examination was
carried out in two stages with an interval of 2-3 days to
avoid respondent fatigue. The total duration of the ex-
amination was 4-5 hours. All participants were informed
about the purpose of the study and gave their consent to
participate. The study was based on the functional-dynam-
ic structure of personality, which includes motivational,
psychophysiological, cognitive, individual-psychological,
and social components. The theoretical and methodolog-
ical basis for studying professionally significant qualities
was the functional-dynamic structure of personality by
M. Korolchuk & V. Krayniuk (2006). Based on the prev-
alence of factor loads and the level of correlation with
the integral indicator of performance, five factors were
identified which, as structural components of personality,
determine professionally important qualities and deter-
mine the success of professional activity. The motivation-
al component was studied using Milman’s “Motivational
Structure of Personality” methodology and Klimov’s “De-
termining the Optimal Type of Profession” methodology,
which allow assessing the motivational orientations of the
personality and their correspondence to professional in-
terests. The psychophysiological component was studied
using the following methodologies: Eysenck’s personality
questionnaire to determine the type of temperament; the
Landolt Rings Test to assess information processing speed,
accuracy, productivity, and endurance; the Karamushka
and Moskalyova Adaptive Mobility Methodology; and the
Stange and Genchi Functional Tests to assess the func-
tional state of the respiratory and cardiovascular systems.
The cognitive component was determined using Boltsev’s
analytical thinking test and methods for assessing long-
term visual and working memory, which made it possible
to assess the level of development of cognitive processes
necessary for effective work with information. The indi-
vidual psychological component was studied using Cat-
tell’s 16-factor personality questionnaire, which made it
possible to identify a wide range of personality character-
istics. The social component was studied using Ryff’s Psy-
chological Well-Being and Kokun’s Professional Resilience
methodologies, which allow for the assessment of subjec-
tive feelings of life satisfaction and the ability to function
effectively in a professional environment. Mathematical
statistics methods were used to process the empirical data:
descriptive statistics, Pearson’s correlation analysis, factor
analysis using the principal component method with Va-
rimax rotation. Statistical processing was performed using
the SPSS Statistics 23.0 software package. The critical lev-
el of significance was set at p < 0.05. The study was con-
ducted in accordance with international ethical guidelines
for health-related research involving human subjects, de-
veloped by the Council for International Organisations of
Medical Sciences in collaboration with the World Health
Organization (CIOMS, 2016).

4+ Results and Discussion

An analysis of the results of a study of the motivational
sphere of cybersecurity specialists has made it possible
to identify a hierarchy of leading motives that determine
their professional activity and focus. In first place are life
support motives, aimed at material prosperity and health
preservation. These motives directly affect earnings and
are related to maintaining one’s own health, which is es-
pecially important in conditions of intense mental activity
(Bertash et al., 2024). In second place is the motivation
of social usefulness, associated with a sense of usefulness,
responsibility, demand and respect in the team. Respond-
ents feel satisfaction and a sense of authority in their pro-
fessional environment, which increases their commitment
to work. Creative activity ranks third — the desire to ac-
quire new knowledge, innovations and inventions. Such
respondents are motivated by discoveries in the course of
their professional activities and derive satisfaction from
this. They strive for innovation and the introduction of new
technologies in the field of cybersecurity. Fourth place goes
to social status — the desire for professional improvement
and career growth. To this end, the individual is active in
gaining authority among specialists in the organisation and
participates in professional conferences and events. The
fifth place in the ranking is occupied by the characteris-
tics of the individual’s general activity. Such individuals
are focused on work, achieving success in life, learning,
improving their qualifications, and obtaining new informa-
tion. The sixth position is related to the desire for comfort,
i.e., the ability to provide oneself with comfortable work-
ing conditions, as well as to relax and have fun. The sev-
enth position in the ranking of the motivational structure
of cybersecurity specialists belongs to communication. This
means communication in informal and business settings to
gain authority and recognition in the organisation, partic-
ipation in certain meetings, conversations, communication
with family members and friends. In terms of interest in
certain types of professions, cybersecurity specialists have
a clear preference for professions of the “human-symbol
system” type, which manifests itself in working with num-
bers, symbols, information, developing programs for com-
puting technology, searching for and correcting errors. At
the average level, there is a pronounced inclination to-
wards “human-technology” professions, which manifests
itself in a tendency to process materials, construct, design
and manufacture finished products. Interest in “human-hu-
man” professions was less pronounced. When studying the
motives for professional activity, they are conditionally di-
vided into four groups: motives for chosen work, motives
for socially significant work, motives for self-affirmation in
professional activity, and motives for professional mastery
(Voitenko & Myronets, 2020). The motives for choosing a
profession are manifested in curiosity about the process of
professional activity, its results, and the opportunity to de-
rive satisfaction from it. The motives for the social signifi-
cance of work are manifested in the fact that the individual
strives to benefit those around them through their work. It
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has been found that, as a result, the most significant mo-
tives in the motivational profile of cybersecurity specialists
are social usefulness and creative activity, while in the gen-
eral life profile, the most significant are life support and so-
cial status. Figure 1 shows the results of the analysis of the
temperamental characteristics of the participants, which
made it possible to characterise individual differences ac-
cording to the main typological indicators.

10%

m Sanguine

= Phlegmatic

= Choleric
Melancholic

Figure 1. Results of the study
of temperamental characteristics of cybersecurity specialists
Source: compiled by the authors

The analysis of temperamental characteristics showed
that among cybersecurity specialists, sanguine (40%) and
phlegmatic (35%) temperament types predominate, while
choleric (15%) and melancholic (10%) types are repre-
sented to a lesser extent. The obtained data indicate the
dominance of temperament types that are considered the
most adaptive for professional activity under conditions of
increased cognitive load and responsibility. Sanguine indi-
viduals are characterised by balance, strength, and mobility
of the nervous system; they adapt quickly, are initiative-tak-
ing and communicative. Such individuals adapt rapidly to
changing conditions, are active, and are able to achieve
their goals, thus possessing professionally important qual-
ities required for cybersecurity specialists. Phlegmatic in-
dividuals have a balanced but inert nervous system, which
manifests in diligence, the ability to perform prolonged rou-
tine work, and the capacity to complete tasks thoroughly.
Such individuals adapt more slowly; however, their adap-
tation is stable and sustainable. Professionally important
qualities in individuals with a phlegmatic temperament are
expressed at a high level, enabling them to achieve their
professional goals. As for individuals with a choleric tem-
perament, they are characterised by a strong nervous sys-
tem that is extremely unbalanced and highly mobile. Tem-
peramental manifestations in choleric individuals depend
on personality orientation, and under certain conditions
they may achieve professional success. At the same time,
these individuals are extremely active, emotionally unsta-
ble, irritable, and prone to frequent changes in decisions
and plans. Activity and optimism are positive manifesta-
tions when combined with socially oriented goal-setting.
However, such negative traits as impulsivity, irritability,
instability, and affectivity are behavioural characteris-
tics that may hinder the effective professional activity of
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cybersecurity specialists (Korolchuk & Krainiuk, 2006). In-
dividuals with a melancholic temperament were the least
represented in the sample. Such individuals have a weak
nervous system that is low in mobility and poorly balanced.
They tend to be pessimistic, reserved, anxious, and vulner-
able to obstacles, and are extremely sensitive to the prob-
lems of others. These temperamental characteristics do not
contribute to effective professional activity in the field of
cybersecurity (Teptyuk, 2021). Overall, the sanguine and
phlegmatic temperament types were most frequently ob-
served in the sample, which corresponds to the require-
ments of professional activity for cybersecurity specialists.

According to the Landolt Rings method, high and me-
dium levels of information processing speed, productivity,
accuracy, and endurance were identified among the par-
ticipants. These indicators serve as criteria for profession-
al and psychological selection (Bertash et al., 2024). This
method makes it possible to determine the main parame-
ters of an individual’s work capacity based on interpreta-
tive criteria such as the speed of information processing
in the visual analyser, excitation strength, inhibition, and
balance. A high level of functional characteristics of the
respiratory and cardiovascular systems, as demonstrated
by the results of the Stange and Genchi functional tests,
determines an appropriate level of adaptive mobility in
specialists (Udod, 2021). With regard to adaptive mobility
indicators, the most pronounced characteristics were the
ability to adapt to new living and working conditions, as-
sume responsibility, switch tasks easily, and a tendency to-
wards monotonous work. A high level of openness to new
ideas, their implementation, a creative approach to prob-
lem-solving, and innovative transformation of tasks was
also identified. The participants demonstrated readiness to
solve urgent tasks quickly, resist destabilising influences,
and maintain an orientation towards achievement and suc-
cess. L.M. Karamushka et al. (2022) noted that the set of
scale indicators reflects the diversity of individual adaptive
characteristics depending on the capacity for rapid change
and adjustment to activity conditions, acceptance of new
ideas, and the ability to implement them. Such manifes-
tations of adaptive capacity among the participants make
it possible to assess personal readiness for adaptation in
new conditions of professional activity. In general, it was
established that, in terms of temperamental characteris-
tics, individuals with pronounced sanguine and phlegmatic
temperament types are the most suitable for cybersecurity
activities. At the same time, given a high level of motiva-
tion, well-developed motivational qualities, and individual
orientation towards socially significant goals, a positive
assessment of professional and psychological suitability is
also possible for individuals whose functional characteris-
tics of the nervous system were found to be lower.

In the context of the cognitive component, a high level
of analytical thinking was established among the respond-
ents. Analysis, synthesis, comparison, generalisation of in-
formation, and formation of conclusions are professionally
significant for the prevention and elimination of challenges
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in the field of cybersecurity (Jachens, 2019). The high level
of thinking is based on the analytical and synthetic func-
tion of mental operations, which provides the basis for the
practical implementation of analytical conclusions in the
professional activities of cybersecurity specialists. Practi-
cal thinking is considered an intellectual activity aimed at
solving professional tasks. It cannot be carried out without
mnemonic knowledge, skills, and the ability to memorise
and activate professional information. For cybersecurity
specialists, the skills of memorising symbolic digital infor-
mation related to the causes and consequences of security
incidents are professionally significant. At the same time,
it is necessary to be able to filter professionally significant
information to ensure the information security of the or-
ganisation. Preventing and counteracting information risks
in the field of security is a professional necessity that deter-
mines the level of professionalism of a cybersecurity spe-
cialist in an organisation. All mental cognitive processes,
states, and properties of education form a single whole. To
solve practical problems of professional and psychological
selection, a scientific and methodological approach makes
it possible to identify and analyse each psychological com-
ponent of the cognitive sphere separately (Korolchuk &
Krainiuk, 2006). It is through thinking that the harmoni-
ous combination of individual cognitive processes of the
cognitive sphere takes place, thus forming human intelli-
gence, which ensures individual characteristics of manifes-
tations in the process of learning and professional activity.
A high level of analytical thinking, combined with devel-
oped long-term and working memory, enables specialists
to make adequate decisions regarding security in an organ-
isation. Thanks to a high level of analytical thinking, all
professionally significant information for cybersecurity in
the organisation, which is stored in long-term and working
memory, enables specialists to make and propose adequate
decisions regarding security in the organisation.

The following individual psychological characteristics
have been established according to their degree of signifi-
cance in accordance with Cattell’s methodology. The most
pronounced is the practicality factor (factor M), which char-
acterises motivation for success, focus on practical tasks
and generally accepted norms, interest in specific facts
and circumstances, and focus on reality. The second most
significant factor is firmness (I), which determines respon-
sibility, integrity, realism, and understanding of practical
circumstances. Such a person takes responsibility, relies on
themselves, and acts in accordance with their understand-
ing of immediate practical circumstances. The normativity
factor (G) means persistence in achieving goals, willingness
to adhere to social norms and overcome difficulties. Such a
person is very persistent and determined in achieving their
goals and is able to overcome difficulties. The self-control
factor (Q4) characterises a high level of willpower, disci-
pline, a desire to strictly comply with the requirements of
the organisation and control emotions. Such a person has
a high level of willpower, self-control, discipline, strives to
accurately fulfil the social requirements of the organisation,

control their emotions, and care about their reputation in
the organisation. The diplomacy factor (N) determines ef-
fective interaction, tact, understanding of people’s mental
states, and the ability to resolve conflicts. Such a person
has trained self-control, aesthetic sense, tact, knows peo-
ple’s mental states and is able to regulate relationships and
conflicts. In addition, such people are characterised by emo-
tional stability, which is characterised by stress resistance
and the ability to overcome difficulties. At the same time,
with regard to openness and willingness to interact, cau-
tion and prudence are necessary in this case, and this is a
professionally significant trait for cybersecurity specialists
(Teptyuk, 2021). These results confirm the importance of
volitional and regulatory qualities for professions of high
responsibility, which is consistent with studies of individu-
al psychological determinants of professional effectiveness
(Kushnirenko, 2018). It has been determined that the most
significant individual psychological components are practi-
cality, which determines integrity, responsibility and pro-
fessional motivation, as well as firmness, bringing matters
to a logical conclusion; normativity, which determines per-
severance, goal achievement and adherence to social norms.

Within the social component, according to Kokun’s
“Professional Resilience” methodology, it has been estab-
lished that among the components of resilience, the level
of professional control prevails, which indicates the abili-
ty of specialists to effectively regulate their own activities
in a professional environment. For cybersecurity special-
ists, this is a professionally significant feature — constant
control and mutual control contribute to the information
security of the organisation. According to the author’s in-
terpretation of the methodology, when for certain reasons
it becomes difficult or impossible to predict information
challenges in advance in order to prevent them, such in-
dividuals believe that constant control and mutual control
contribute to information security in the organisation. At
the same time, cybersecurity professionals also believe
that self-control for the organisation’s cybersecurity is ul-
timately beneficial. The second most important factor is
the level of professional acceptance of challenges, which
consists of increasing responsibility and performance in
non-standard situations. This is an important criterion of
professionalism, which consists in the fact that the occur-
rence of non-standard situations at work increases a per-
son’s professional responsibility and does not reduce their
performance, but rather increases their focus on success.
The increased responsibility of each employee and the
ability to organise personal and joint work to overcome
cybersecurity challenges or threats in the organisation
have a positive impact on the final result and security in
the organisation. Cybersecurity specialists must be able to
work continuously for long periods of time to eliminate
threats, even in conditions of uncertainty. According to the
author of the methodology, the characteristics of the lev-
el of professional involvement were less pronounced than
those of professional control and professional challenges.
At the same time, such individuals are characterised by an
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average level of satisfaction with the work process, and
they need to maintain and focus their attention on their
professional responsibilities. The most pronounced com-
ponents of resilience are motivational, professional and
emotional. The motivational component manifests itself
in the desire to be knowledgeable about security issues,
to take personal responsibility, and to constantly monitor
achievements in the field. It manifests itself in the desire
to be constantly aware of all security issues in the organi-
sation, focus on solving them, take personal responsibility,
eliminate non-standard situations, and work to overcome
and prevent them. To this end, there is a tendency to con-
stantly monitor achievements in the field of cybersecuri-
ty and implement them in the organisation. The profes-
sional component is represented by a focus on verifying
compliance with cybersecurity requirements and a desire
for professional growth. It manifests itself in the focus of
cybersecurity specialists on verifying compliance with the
requirements set by the organisation for its cybersecurity
and how they are implemented by employees, as well as
the desire for professional growth in the field of IT security
(Bertash et al.,, 2024). The emotional component is charac-
terised by the ability to function effectively in stressful con-
ditions. Emotional stability as a component of a specialist’s
resilience is defined as a professionally significant feature
for cybersecurity specialists, as it significantly affects the
success of their activities, especially when there is a short-
age of time, information, or work in stressful conditions
(Voitenko & Myronets, 2020). In the professional activities
of specialists, this manifests itself in situations of sudden
unforeseen professional challenges, but their resolution
does not cause irritation in the professional, but is accom-
panied by activity to overcome them, and it is this process
that brings success and emotional professional satisfaction.
The social component of resilience manifests itself in inter-
action with employees, the ability to mobilise colleagues at
work, and direct them towards teamwork to overcome se-
curity challenges, which characterises the professionalism
of a cybersecurity specialist. This is particularly evident in
the ability of specialists to interact socially with colleagues
in non-standard situations, as well as when it is necessary
to quickly resolve unusual, non-standard issues.

According to Ryff’s “Psychological Well-Being” meth-
odology, a hierarchy of indicators has been established:
life goals, meaningful life management, autonomy, person-
al growth, self-acceptance, and positive relationships with
others. The highest rating for life goals means having clear
life goals and a well-developed sense of purpose, awareness
of one’s direction in life and destiny. Meaningful control
over one’s life indicates the ability to effectively plan and
control one’s environment, organise one’s life and feel in
control of one’s surroundings. Autonomy manifests itself in
the ability to resist social pressure and make independent
decisions, act independently of the influence of others, and
feel a sense of internal control over one’s personality. Per-
sonal growth consists of a sense of continuous self-develop-
ment, self-improvement, and realisation of one’s potential.
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Self-perception is a positive attitude towards oneself, as
well as positive recognition and acceptance of one’s past
and personal diversity with negative and positive char-
acteristics (Karamushka et al., 2022). A lower assessment
of positive relationships with others may be professional-
ly motivated — cybersecurity requires a certain degree of
caution in relationships. Cybersecurity professionals must
maintain restrained positive relationships and, at the same
time, they must not go beyond the level of trusting, close
relationships. Cybersecurity requires a certain degree of
caution and suspicion in relationships with colleagues and
others. These results are consistent with L. Jachens’ (2019)
study of professional well-being, which showed the spec-
ificity of its structure depending on the characteristics of
professional activity. The results obtained allow to consid-
er the psychogram of cybersecurity specialists as a system
of five interrelated components. The combination of life
support, social utility, and creative activity motives cre-
ates an optimal motivational profile for long-term effec-
tive activity in the field of cybersecurity. The significance
of the psychophysiological component is consistent with
the results of A. Drozdovski (2015), which demonstrat-
ed the determinism of professional suitability by the ty-
pological properties of the nervous system, in particular
the strength, balance and mobility of nervous processes.
The advantage of sanguine and phlegmatic temperament
types is explained by the need to combine activity with at-
tentiveness and consistency in information security work.
The determination of the level of suitability is not limit-
ed to the general psychophysiological characteristics of a
person’s personality, but also includes motivation, activity,
the level of cognitive sphere, individual psychological and
typological characteristics of the personality. The typo-
logical properties of the nervous system are decisive for
the work of a specialist in extreme conditions. The results
obtained were consistent with the study of professional
motivation by @. Jgsok et al. (2019), which showed the
importance of internal motives for intellectual professions.
A high level of cognitive component corresponds to the
specifics of the activities of cybersecurity specialists, which
belong to the “human-sign system” type of professions and
require constant work with large amounts of information.
An individual psychological profile with pronounced indi-
cators of practicality, self-control and diplomacy ensures
effective interaction in a professional environment and an
adequate response to crisis situations. The structure of the
social component, dominated by control and acceptance of
challenges, reflects the specifics of the profession, which
requires constant vigilance and readiness for non-stand-
ard situations. Features of psychological well-being with a
lower rating of interpersonal relationships may be adaptive
for a profession that requires a certain degree of caution
in communication. As noted by J. Dawson & R. Thom-
son (2018), the social component in the system of pro-
fessional and psychological selection of cyber specialists is
of significant importance due to the fact that disposition,
i.e., personality traits, influences a person’s readiness for
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consistent behaviour, effective interaction, achievement of
goals, and well-being in a specific social and professional
environment. In turn, in the study by V. Barko et al. (2020),
the individual psychological characteristics of profession-
als were analysed within the framework of factor models of
personality. The authors established the significant role of
such traits as responsibility, normativity, self-control and
emotional stability in ensuring professional effectiveness.
A study of psychological selection for the National Guard
of Ukraine by I. Dekhtyarenko (2022) showed that it is
based on both qualitative and clearly defined quantitative
criteria for assessing professional suitability, which ensures
the effective performance of tasks, especially in conditions
of martial law. In addition, the selection and support sys-
tem provides for the protection of psychological health,
minimisation of the impact of stress factors in combat op-
erations, timely psychological correction work and support
for the psycho-emotional state of military personnel.

4 Conclusions

Based on empirical research, a psychogram has been de-
veloped that reveals the functional and dynamic structural
components of the psyche that determine the effectiveness
of their professional activities. Five key components of the
psychogram have been identified: motivational, psycho-
physiological, cognitive, individual psychological, and so-
cial. The leading component is motivational, the structure
of which is dominated by motives of life support, social
usefulness, and creative activity with a pronounced inter-
est in professions of the “human-sign system” type. The
results also showed that the psychophysiological and tem-
peramental characteristics of cybersecurity specialists meet
the requirements of professional activity in conditions of
increased cognitive load, with a predominance of sanguine
and phlegmatic temperament types, high indicators of work-
ing capacity, adaptive mobility, and functional reserves of
the organism. It was found that specialists with sanguine
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IIcuxoaoziuni gemepMinanmu e(bekmuﬁﬂocmi gisabHocmi Q)axiﬁuiﬁ

3 kibepbegneku
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4 Aunomauis. IIpodeciiina AianbHiCTh (axiBLiB 3 Kibepbesneku HabyBae 0COOIMBOI aKTyaJIbHOCTI B yMOBax IU(poBoiL
TpaHchopMarlil cychmijibcTBa Ta 3pocTaHHi Kibep3arpo3. EdekTHBHiCTh BUKOHAaHHA HMMU MNpodeciiHUX 3aBAaHb
3HAYHOI0 MipOI0 BU3HAYa€eThCA cHOPMOBAHICTIO MPOPeciiiHO BaXJIMBUX SAKOCTEN OCOOMCTOCTI, IO 3yMOBJIIOE MOTPedy
y HaAyKOBO OOIPYHTOBaHOMY BHM3HAUeHHi INCHUXOJIOTiYHUX KpHUTepiiB MpodeciliHO-NICHUXoJIoridyHoro Bifbopy ¢axiBmiB y
cdepi kibepbesnexku. MeToro AocaifxkeHHA OyJIO BUABJIEHHA ICUXOJIOTiYHUX (PaKTOPiB, [0 BIJIUBAIOTh Ha e(EeKTHUBHICTh
npodeciiiHol AiAnbpHOCTI (¢axiBliB 3 KibepOesmeku, depe3 po3poOKy ICUXOrpaMu, ska BifgoOpaxae (QyHKI[iOHAJIbHO-
JAVHAMIiYHi CTPyKTYPHi KOMIIOHEHTH IICUXiKH, 1[0 3a6e3MevyIoTh IX YCHIIIHICTh ¥ poOoTi. ¥ AociaxeHHi B3sM y4acTs 120
daxiBiiB 3 KibepOe3nekyu. BUkopucTaHo KOMILIEKC ICUXOAiarHOCTUYHUX METOJUK, 30KpeMa: MeTOAUKY «MoTuBaliiiHa
CTpPyKTypa ocobucrocTi» CMipHOBa; METOAUKY «BU3HaueHHsA ONTHUMAaJIbHOTrO TUIy mpodecii» KiiMoBa; ocoOucTicHUI
ONMUTYBaJIbHUK Ali3zeHka; Moau(dikoBaHy MeTOAUKY 3 KijbusAMM JlaHOoJibTa; METOAUKY afanTauiliHol MOoO6ijIbHOCTI
Kapamyuiku Ta MockaaboBa; TeCT aHaJIiTUIHOI'0 MUCJIeHHS; MeTOAUKHU OLIiIHKY TPHBaJIOl 30POBOI Ta OllepaTHUBHOI TaM’ATi;
16-dakTopHMIl ONMUTYBaJIbHUK ocobucrtocTi Kerresta; meromuky «IlcuxosioriuHe Osaromosyyds» Pipd; meToauky
«[IpodeciiiHa KUTTeCTiliKicTh» KokyHa. 11 06po6KM pe3ysbTaTiB 3aCTOCOBAHO KOPEJALiNHNN Ta (GaKkTOPHUN aHaJIi3.
BcTaHOBJIEHO AT KJIIOYOBUX KOMIIOHEHTiB IIcuxorpaMu (axisiiiB 3 kibepOe3neku: MOTUBaLiHUM, ICUX0Qi3ioaoriyHnii,
KOTHITUBHUI, iHAWBIyaJbHO-IICUXOJIOTIiYHUI Ta colliajibHUI. BU3HaueHo, M0 MPOBiAHUM € MOTHUBALiIiHUI KOMIIOHEHT,
y CTPYKTypi AKOTro IepeBakal0Tb MOTHBH XHUTTe€3abe3ledyeHHs, COL[iaJIbHOI KOPHUCHOCTI Ta TBOPYOl AKTHUBHOCTI.
3a TeMmepamMeHTaJIbLHUMU OCOOJIMBOCTAMU HAWOiIbII MPUAATHUMH BUABWINCA ocobu 3 caHrBiHiunmMm (40 %) Ta
dnermatiuaum (35 %) Tunamu. KorHiTmBHA cdepa XapaKTepu3yeTbCsA BUCOKUM PiBHEM aHAITMYHOTO MHCJIEHHA Ta
npodeciiiHol nmam’ATi. IHAMBiAyabHO-NICUXOJIOTiYHUI Npodisib BKJIOYAE NPAKTUYHICTh, TBEpAiCTh, HOPMATHBHICTH,
CaMOKOHTpOJIb Ta JUIJIOMaTUuHicTh. CoLiaJbHUP KOMIIOHEHT NpeACTaBJeHUIl BHCOKHMM piBHeM mpodeciiiHoL
JKUTTECTIKOCTI, KOHTPOJIIO Ta NMPUHHATTA BUKJIMKIB. Po3pobiieHa nmcuxorpama MoXe BUKOPHCTOBYBAaTUCh SIK HayKOBO
OOT'PYHTOBAHUM iHCTpyMeHT AJA NpodeciliHO-NICUXOJIOTiYHOro Bifdopy Ta mpodopieHTanil ¢axisiiB 3 kibepOesneky,
J103BOJIsSI€ BU3HAYATHU PiBHI MPUAATHOCTI KaHAWAATIB Ta IPOrHO3yBaTH YCHIlIHICTh IXHbOI NMpodeciiiHOl AisIbHOCTI

4 KalouoBi caoBa: ncuxorpama; npo@eciiiHO-ICUXO0JIOTiYHUN Big6ip; MOTUBALiHNI KOMIOHEHT; MCUX0(Qi3iooriuyHi
BJIACTHUBOCTI; KOTHITUBHA cepa; KUTTECTINKICTh
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